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DOCUMENT INFORMATION

The purpose of this document is
to provide guidelines on how to
register with the NZ Transport
Agency (NZTA) Identity and
Access Management (IAM)
application to be an Organisation
Administrator (Org Admin) for an
organisation.

Once you become an approved
Org Admin, this document details
how to:

REALME SERVICE

The RealMe® service from the
New Zealand government and
New Zealand Post lets people
prove who they are and more
easily access services online in
the future. It will give you a secure
online way to prove your identity
to an organisation, such as a bank,

insurance company or government

* log on to access an IAM-
protected application

* maintain an IAM Org Admin
account

= register an employee of your
organisation to be a general user
and enable him/her to access an
NZTA IAM application

* maintain a general user account

* request additional application
access.

agency.
The RealMe service allows you

to use the same login details to
access all participating government
service provider's online services.
This saves you from having to
remember multiple login details for
different services.

COPYRIGHT INFORMATION

This publication is copyright © NZ
Transport Agency.

Material in it may be reproduced
for personal or in-house use
without formal permission

or charge, provided suitable
acknowledgement is made to this
publication and the NZ Transport
Agency as the source.

Requests and enquiries about the
reproduction of material in this
publication for any other purpose
should be made to the Information
Manager, NZ Transport Agency,
Private Bag 6995, Wellington 6141.

The permission to reproduce
material in this publication does
not extend to any material for

For more information go to
www.RealMe.govt.nz.

which the copyright is identified as
being held by a third party.

Authorisation to reproduce
material belonging to a third
party must be obtained from the
copyright holder(s) concerned.
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REGISTERING TO BE AN ORGANISATION ADMINISTRATOR

Step Action

1 Go to the Access NZ Transport Agency online services screen.

You can do this by going to the NZTA website at www.nzta.govt.nz/online and clicking on Other web services.

WA KT Access NZ Transport Agency online services

If you are already registered to use a NZ Transport Agency online service, select the ‘Login’ button to proceed. Login with RealMe
LM Logine @

What's RealVle?
If your organisation has not previously used our online services, select the 'Request access' button to register your organisation. Request access

This registration must be carried out by the person in your organisation delegated to be the administrator for the NZ Transport
Agency online services.

Select the 'Exit’ button to go to the NZ Transport Agency website. Exit

Click on the Request access button to display the Application access screen.

Select the application you wish to access from the dropdown list and click the Login button to display the RealMe
login screen.

Click Cancel if you wish to end the registration process. You will be returned to the Access NZ Transport Agency
online services screen.

% NZ TRANSPORT AGENCY " N
W ko Application access

Registering for an NZ Transport Agency user account

Thank you for requesting access to the NZ Transport Agency online services.
If you are the delegated administrator for your organisation, please select the application you want to access from the list below and select 'Login'.
1f you are not the administrator for your organisation, please select ‘Cancel'.

Please note: To continue with your access request, you will be required to log in or register for a RealMe login, if you do not already have one.

Select the NZ Transport Agency application you want access to

Selact an application -]
[T Login with Reaitte
%. Loging @

Create an account

What's RealMe?

4 | Enter your RealMe username
and password and click the Login % NZ TRANSPORT AGENCY
button to display the Organisation AR KOTA

administrator registration screen.

You have been transferred here from NZ Transport Agency so you can login with RealMe®.
If you do not have a RealMe login, 2 M T R

create one by clicking on the Create
your RealMe login now button.

Redl Create a RealMe login
Click Cancel if you wish to end the ne

Te access this service you need a RealMe

login process. You will be returned Username T e,
to the Access NZ Transport Agency 3 This will give you access fo a range of services
l . with a single username and password, and
online services screen. ’ much more. You only need one RealMe login
and it's designed to protect your privacy and
Password | forgot my password s

e yenrRee e
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REGISTERING TO BE AN ORGANISATION ADMINISTRATOR, CONTINUED

5 Enter yOUr detalls and yOUr Organlsatlon L‘\b VETRANTPORTASENS o ganisation administrator registration
details into the fields on the screen.

Enter registration details
Enter o detaits to o organisation. You may be contacted directy in respect of your application.

= denotes a mandatory field.

If the application chosen requires

application-specific information to be o —
provided for the NZTA approval process, o, e
the required fields will appear on the screen . ——
and will also need to be completed. Fields ——

H *
marked with an * are mandatory. oramenton gent

Motochek application pack:

Note: If you already have an IAM account, on conmiin s . ”
your first/middle/last name and date of
birth will pre-populate into the registration
application form.

Security check
This check helps to ensure 3 person, not automated program, s registering for access.

Enter the characters you see in the pict

Enter characters: -

o complete your registration, read and accept the Terms and Contions [JAccept.

6 | Enter the characters that are displayed in the Security check section.

There is an option to listen to these characters in audio. To do this, click the speaker button next to the display screen.

To read the Terms and conditions, click the Terms & conditions link at the bottom of the page.

Click Back to return to the Organisation administrator registration screen.
|

WAXA KOTAHI Terms & conditions

Online service organisation administrator user terms & conditions

Terms and conditions for the Administrator of Identity and Access Management System
It s important for you to carefully read these terms and conditions of use in relation to the provision of the NZ Transport Agency Identity and Access Management
system

The tarms and conditians farm the agresment between you as a customar and the NZ Transport Agency as provider of these services., By making application ta
became an Administrator of the Identity and Access Management system, you acknowledge and accept these terms and conditions.

While we will endeavour ta ensure that the Identity and Access Management system is a secure system within which you can camplete identity and access
mANanAmant ranLiremAnts via the infamat. it is imAnrtant that van knaw vaur fiohts and ahiinatinns. as vai Alsn need tn take rasnansiniity far vour awn PG Anti-vinis ¥

9 | To complete your registration, check the Accept box next to Terms and Conditions, and then click the Continue
button to display the Registration notification screen.

Click Cancel if you wish to end the registration process. You will be returned to Access NZ Transport Agency online
services screen.

10 | Click the Continue button to be returned to the Access NZ Transport Agency online services screen.
| |

2 —
WAKA KOTAHI Registration notification

Registration successfully submitted

Summary of user registration:

First name: [Applicant first name]

Middle name: [Applicant middle name]
Last name: [Applicant last name]
Date of birth: [Applicant date of birth]
Email address: [Applicant email address]
Application to access: [NZTA application]
Organisation: [Organisation name]

Organisation identifiers  [Application specific organisation identifiers]

A confirmation email will be sent to the above email address as a recard of your registration request.
Next steps
1. Youmay be contacted by an NZ Transport Agency representative in respect of your application.

2. A decision on your application is expectsd to take up to 10 warking days
3. We will natify you by email ance this process has been completed,

CONTINUE
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REGISTERING TO BE AN ORGANISATION ADMINISTRATOR, CONTINUED

10 | An email will be sent confirming the successful submission of your registration request. The format and content of
the email are as follows:

Subject: NZ Transport Agency - Registration successfully submitted

Organisation administrator registration

Summary of user registration:

Submission date: [Registration submission date]

First name: [Registering user first name]

Middle name: [Registering user middle name]

Last name: [Registering user last name]

Date of birth: [Applicant date of birth]

Email address: [Applicant email address]

Access to application: [Access type]

Organisation: [Organisation name (as known in [AM)]
Organisation identifiers: [NZTA customer number]

Next steps

1. You may be contacted by an NZ Transport Agency representative in relation to your application.
2. Adecision on your application is expected to take up to 10 working days.
3. We will notify you by email once the process has been completed.

If you have a query about your registration application, please contact the NZ Transport Agency on
0800 108 809.

1 | You have successfully applied for registration to access the NZTA IAM applications.
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LOGGING IN

1 Go to the Access NZ Transport Agency online services screen.

You can do this by going to the NZTA website at www.nzta.govt.nz/online, then selecting the Other web services
option.

% NZ TRANSPORT AGENCY N .
WAKA KOTAHI Access NZ Transport Agency online services

If you are already registered to use a NZ Transport Agency online service, select the ‘Login’ butten to proceed. Login with RealMe
% Login g’ @&
What's Realle?

If your organisation has not previously used our online services, select the 'Request access' button to register your organisation Reguest aceess
This registration must be carried out by the person in your organisation delegated to be the administrator for the NZ Transport
Agency online services

Select the 'Exit’ button to go to the NZ Transport Agency website Exit

2 | Click the Login button to display the RealMe login screen.

% NZ TRANSPORT AGENCY

WAKA KOTAHI
You have been transferred here from NZ Transport Agency 56 you can login with RealMe®.
Back to NZ Transport Agency

Real |
nme

Username | forgot my usemame

Password | forgot my password

3 | Enter your RealMe username and password and click the Login button.

Click Back to NZ Transport Agency if you wish to end the log on process. You will be returned to the Access NZ
Transport Agency online services screen.

4 | If you are registered with only one organisation, go to Step 6.

If you are registered with more than one organisation, go to Step 5.

5 | The Select organisation screen will display and you must choose the organisation you wish to logon for by checking
the relevant box.

Click Continue and go to Step 6.
|

% NZ TRANSPORT AGENCY
WAKA KOTAHI Select organisation

Select an organisation
The organisations that you are authorised to act on behalf of are listed below:

O ABC Organisation
O XYZ Organisation

CANCEL CONTINUE
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LOGGING IN, CONTINUED

6 | The Welcome to online services screen will display.

Within the Services menu, the list will contain:
* Maintain own account
* Maintain users
* Invite user
* Request additional application access.

The Application menu displays the applications you have privileges to access.

q NZ TRANSPORT AGENCY . .
WAKA KOTAHI Welcome to online services

Welcome

Choose the service or the application you want to access:

Services menu Application menu
Choose the action required: Select the application you want to access for [an's Test Motors.

conditions by selecting the 'ACCERT' button.

you will need to agree to the terms and
Maintain own account
Maintain users

N MR13C
Invite user

Terms & conditions ACCEPT
Reguest additional It access Last updated: 21/01/2011
MOTOCHEK ENTER

7 | Click the link from the Services menu or the button from the Application menu for the service or application you want
to access.

If the application has terms and conditions associated, you can view these by clicking on the Terms & conditions link.

8 | You have now been successfully logged on and can access relevant services and/or applications in the NZTA IAM
application.
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MAINTAINING YOUR ACCOUNT

1 Follow the steps above to log in.

2 In the Welcome to online services screen, under the Services menu, click on the Maintain own account link.

3 | The Maintain user screen will display.

NZ TRANSPORT AGENCY —
WAKA KOTAHI Maintain user

* indicates a required field.

Account ID:
e E—
et e —
mo —
Date of birth:
Organisation:

Email address: * | ‘

S —
Application: MotoChek

Roles: MotoChek-User
Application: MR13C

Roles: MR123C-User

4 | You can modify the following details by overtyping with the new details:

* First, middle and/or last names
* Email address
* Phone number.

5 | Modify your details and click on the Update button to save your changes. Go to Step 6.

Note: if you do not want to save your changes, click on the Cancel button and go to Step 6.

6 | You will be returned to the Welcome to online services screen.
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REQUESTING ADDITIONAL APPLICATION ACCESS

1 In the Welcome to online services screen, under the Services menu, click on the Request additional application
access link.

- o
WAKAKOTAMI Welcome to online services

Welcome

the application you

Services menu Application menu
Choose the action required: ‘Select the application you want to access for Ian's Test Motors.

Note: pplcati
onditions by selecting tha ACCEPT button.

Maintain own account

Maintain users

MR13C
Terms & condiions —D
Request additional application access Last updated: 21/03/2011

MOTOCHEK EnTER

2 | The Request application access screen will display.

q NZ TRANSPORT AGENCY e
WAKA KOTAHI Request application access

If you require access to more than one application, you will need a separate request for each one.

= indicates a required field.

Organisation: * ‘

Application: ¥ ‘

3 | If you are an Organisation Administrator for more than one organisation, select the relevant organisation from the
Organisation dropdown list.

4 | From the Application dropdown list, select the application you wish to have access to.

If the application chosen requires application-specific information to be provided for the NZTA approval process, the
required fields will appear on the screen and will also need to be completed.

Note: only one organisation and application request can be processed at a time.

5 | Click on the Submit button to send the request.

If you do not wish to send the request, click the Cancel button and you will be returned to the Welcome to online
services screen.

6 | A Request application access notification will display to tell you the request was sent successfully.

Click Continue to be returned to the Welcome to online services screen.
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REQUESTING ADDITIONAL APPLICATION ACCESS, CONTINUED

7 | An email will be sent confirming the successful submission of your application request. The format and content of
the email are as follows:

Subject: NZ Transport Agency - Application access successfully submitted

Organisation administrator application access request

Summary of request:

Submission date: [Request submission date]

First name: [Requestor first name]

Last name: [Requestor last name]

Organisation: [Organisation name (as known in [AM)]
Organisation identifiers: [NZTA customer number]

Next steps

1. You may be contacted by an NZ Transport Agency representative in relation to your application.
2. Adecision on your application is expected to take up to 10 working days.
3. We will notify you by email once the process has been completed.

If you have a query about your registration application, please contact the NZ Transport Agency on
0800 108 809.
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INVITING A GENERAL USER

1 In the Welcome to online services screen, under the Services menu, click on the Invite user link.

DO rpsworne .
WAKA KOTAHI Welcome to online services
Welcome ‘Logout
Che the you 3
Services menu Application menu
Choose the action required: ‘Select the application you want to access for Ian's Test Motors.
Note: ppcai
Comationt by selectng the ACCERT Buton:
Mantan own accouns
Maintain users
. MR13C
Invite user ‘AccepT
Teoms & cnditions
Request addtional application access Lt Updated: 21/0/2011 «—=»
MoTOCHEK

2 | The Invite user screen will display.

NZ TRANSPORT AGENCY .
l WAKA KOTAHI Invite User

* indicates a reguired field.

Email address: * ‘ ‘

Organisation: * ‘ 2 ‘

Application: Available: Selected:

MotoChek
MR13C

3 | Enter the email address of the person who is to become a general user.

From the dropdown list, select the relevant organisation.

5 | Click on the relevant application in the Available application section, and move it to the Selected application section

by clicking on the 2 button.

NZ TRANSPORT AGENCY :
WAKA KOTAHI Invite User

6 | When you have selected an application, the screen will
refresh and will now display the relevant roles available C\b
for that application.

* indicates a required field.

Click on the relevant roile in the Available roles section, Email address: * [ \
and move it to the Selected roles section by clicking on Organisation: *
the > button Application: * Available: Selected:

MR13C MatoChek

Toremove anapplicationorrole, clickonthe application

or role in the Selected section and click the < button.

Roles for MotoChek: * EEE

To add or remove multiple applications or roles, use MotoChelUser
the > > or < < buttons.

Selected:

7 | Click on the Submit button to send the invitation.

If you do not wish to send the invitation, click the Cancel button and you will be returned to the Welcome to online
services screen.

8 | Aninvite user notification will display to tell you the invitation was send successfully. Click Continue to be returned
to the Welcome to online services screen.
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MAINTAINING A GENERAL USER'S ACCOUNT

1 In the Welcome to online services screen, under the Services menu, click on the Maintain users link.

2 | The List users screen will display.
L\b NZ TRANSPORT AGENCY

WAKA KOFAHI List users

The system is undergoing maintenance.
1f you wish to disable/enable a user or remove them from your organisation, please contact the NZ Transport Agency Service Desk

lan’s Test Motors |+
o T T S T R
Smith

o e —
Phil Hyde phil hyde@iansmotors co nz

3 | Find the user you wish to maintain and click Maintain user next to their details.

The Maintain user screen displays showing the user’s profile details.

Ja
WAKA KOTAHI Maintain user

The system is undergoing maintenance.

‘Within this screen you have the ability to updat however, if any required the NZ. Desk

= indicates a required field.

Account ID:

rs s —

st s —

Organisation:

Organisation No

administrator:

e —

T

Araiiations Avalable: Selected:
MR13C [MotoChek

(el Available: Selected:

[[MotoChek-User

5 | You can modify the following details by overtyping with the new details:

= First, middle and/or last names
*  Email address
= Phone number.

6 | To give the user access to a new application, click on the relevant application in the Available application section and
click the > button.

You will then also need to assign the user a role for that application, by clicking on the relevant role in the Available

roles section and clicking the > button.

Note: to add or remove multiple applications or roles, use the » > or < < buttons.

7 | Toremove the user's access to an application, click on the relevant application in the Selected application section and
click the < button.

Note: removal of an application will be automatically remove any associated roles.

To remove a role only, click on the relevant role in the Select roles section and click the < button.

8 | Click on the Update button to save the new details. You will be returned to the Welcome to online services screen.

If you do not wish to save the new details, click the Cancel button and you will be returned to the Welcome to online
services screen.

Note: if you wish to disable/enable or remove a user from the system, email: IAM.servicetemp@nzta.govt.nz.
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TROUBLESHOOTING

The following error messages may appear when you try to use an NZTA online service.

An application must be selected

This error will be displayed if you have not selected an application.
Click on an application in the Available applications list and then the > button.

An application role must be selected

This error will be displayed if you have not selected an application role.
Click on an application role in the Available roles list and then the > button.

Application error
This error will display if the system has encountered an unexpected error. An exception number will also display.

Click the Continue button to return to the Access NZ Transport Agency online services screen and then contact the NZTA on
0800 80 52 63, quoting the exception number.

Date of birth is invalid

This error will display if your date of birth has been entered in a format which is not allowed.
Amend the details by re-entering your date of birth as dd/mm/yyyy or dd-mm-yyyy.

Email address is invalid

This error will display if the email address you have entered is not valid. Email addresses must:

* contain exactly one ‘@',

= contain at least one . after the ‘@',

* not begin with characters ', or ‘@’, and

* not exceed the maximum length of 100 characters.

You must enter a valid email address that meets the criteria above.

Error
This error will be displayed if you have selected your own account to maintain.

To maintain your own account, you must click the Maintain own account link on the Services menu.
Click the Continue button to return to the Access NZ Transport Agency online services screen

First/middle/last name is invalid

This error will be displayed if you exceed the maximum length of 20 characters in the First, Middle or Last name field. You will
need to amend the details entered.

If the Contact phone number field exceeds its allocated length of 25 characters, a similar message will display.
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TROUBLESHOOTING, CONTINUED

First/middle/last name contains one or more of the following invalid characters % & () + =\ : “ <>

This error will display if any of the above characters are entered in the First, Middle or Last name field.
Amend the details entered by removing the invalid character.

If an invalid character is entered in the Contact phone number field, a similar message will display.

Inactive account

This error will display if you have successfully logged on through RealMe but your IAM user account is not current. For
example, your account has been deleted or your account is in a disabled state.

Click the Continue button to return to the Access NZ Transport Agency online services screen and then contact the NZTA
on 0800 80 52 63.

Open registration request already exists

This error will display if you have already submitted a registration request and it is currently being processed by the NZTA.
You will need to wait until you have a response from the first registration request before you can process another.

Click the Continue button to return to the Access NZ Transport Agency online services screen and if you have any queries
about the open registration request, contact the NZTA on 0800 80 52 63.

Organisations name must be more than two characters in length

This error will display if the organisation name entered is less than 3 characters in length.
Amend the details by entering an organisation name longer than 2 characters in length.

Please entetr...

This error will display if there is application-specific information required for the NZTA approval process and the relevant
fields do not have a value entered, or the value that has been entered is incorrect.

Not all applications require specific information and across applications this information may not be standard. Therefore, this
error message has been included here as a general error.

Please enter your last name
This error will display if no value is entered in the Last name field.

Amend the details by entering a last name.
If no value is entered in the Email address or Date of birth field, a similar message will display.

Please enter the characters you see in the picture or hear in the audio

This error will display if you have not entered any values in the Security check section in the Enter characters field.
Enter the characters.
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TROUBLESHOOTING, CONTINUED

Please enter the user’s email address

This error will display if no value is entered in the Email address field.
Amend the details by entering the user's email address.

Possible error message
This error will be displayed if you have selected your own account to maintain.

To maintain your own account, you must click the Maintain own account link on the Services menu.
Click the Continue button to return to the Access NZ Transport Agency online services screen.

Session has expired
This error will display when you have not been active within the RealMe session for an extended period of time.

Click the Continue button to return to the Access NZ Transport Agency online services screen, where you will need to log on
again.

Alternatively, you can contact the RealMe Help Desk on 0800 664 774 if you have any queries regarding the message
displayed.

This error will also display when you have not been active within the IAM account session for an extended period of time. You

have effectively been logged out and will have to return to the Access NZ Transport Agency online services screen to log on
again.

Sorry, your login attempt was unsuccessful, please check your username or password.

This error will display if the username and/or password you have entered are invalid or incorrect.

Re-enter your RealMe username and password, or if you have forgotten them click the link | forgot my username or | forgot
my password.

If you still receive an error, contact the RealMe Help Desk on 0800 664 774.

Terms and conditions have not been accepted. If you do not wish to continue with your registration, select
the Cancel button

This error will display if you have not checked the Accept box next to the Terms and conditions link.

Read the terms and conditions, and, if you accept them, check the Accept box next to Terms and conditions.

If you do not accept, you will be unable to proceed any further. Click Cancel to return to the Access NZ Transport Agency
online services screen.

The RealMe login service is currently unavailable.

This error will display if the RealMe login service is currently unavailable. Close the browser and try again later.
For service availability information you can call 0800 664 774.
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